
S E PPM A I L .C LO U D.F I LT E R 

AU TO M AT I C  S E PA R AT I O N  O F  T H E  W H E AT  FR O M  T H E 

D I G I TA L  C H A FF  W I T H  S E PPM A I L  C LO U D  F I LT E R 

G LO B A L  B E N C H M A R K

The experts in the world’s leading virus bulletin spam test spoke of an „impressive“ solution and awarded SEPPmail 

Cloud Filter the following ratings in four test categories: 

Phishing e-mails are becoming more and more sophisticated, spam arrives ever more frequently and the time available 

to you for dealing with them is becoming more and more limited.  

Fortunately, however, you can now outsource e-mail selection. The best method is to use a tool, which automatically sorts 

the wheat from the digital chaff.  

For example, this is done by the SEPPmail Cloud Filter, which uses personalised filtering rules to put a stop to dangerous 

incoming e-mails, recognises and removes the most recent spear phishing and CEO fraud attacks.  

And does it properly.  

Overall, SEPPmail.cloud detected every malware, apart from 18 out of 400,000 e-mails. Only two e-mails mistakenly de-

clared as phishing e-mails ended up in the filter and no “clean” e-mails were mistakenly classified as spam. 
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«We still have room to improve and are doing everything we can 

to perform even better next time. For example, we need to make 

further improvements to the grey area of commercial newslet-

ters. And we are working on it every single day.»

Matthias Leisi 

CTO, SEPPmail AG

“



METHODICALLY FORWARD LOOKING

It consists of a rigorously networked methodology in 

carefully programmed tools, which are perfectly cali-

brated with each other. 

We are talking about link tracking and blocking, phi-

shing filtering against drive-by-downloads, automatic 

upgrading of virus filter signatures, outbound filtering, 

backscatter mail minimization, spam trap domains (ho-

ney pots for viruses), sender reputation management, 

botnet protection, content fingerprinting, adaptive filte-

ring, bulk mail filtering, office macro scanning, automa-

tic welcome listing, machine learning and artificial in-

telligence, bit coin extortion prevention, spear phishing 

protection and CEO scam shield, link tracking, auto-

matic upgrading of anti-virus signatures, backscatter 

mail minimization, a large spam trap network for the 

early recognition of spam campaigns and dynamic 

spam recognition.
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LEGALLY PROTECTED

Nevertheless, the best process model is of no use, if it 

has a shaky legal base. This is why our legal team relies 

on audit logs, 1,000 Content Filter rules and SLA for 

availability and filter performance. To this is added the 

simple integration of filters and signature encryption.

USER AND SERVER-FRIENDLY

We make complex things simple. Migration and integ-

ration without effort, complete self-service, quarantine 

reports at configurable intervals, one-click release for 

reports, direct blocking, ensuring the desired e-mail 

traffic, proactive information on congested e-mail flow, 

and last, but not least, relief for the e-mail server.  


