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0837 is not the area code of a neighbouring country of Kazakhstan - but the SEPPmail success combination for your data
vault above the clouds.

Zero effort, for the power of eight, on three pillars - with the smartness of the glorious seven.

From now on, our secure e-mail gateway with all its tried
and tested functions is floating weightlessly on cloud
nine. Email encryption, email signature or large file trans-
fer as an immediately usable cloud solution - all the way.
Without on-site installation, with the same safety and
simplicity. Always up to date.

Cost-efficient, reliable and future-oriented - under
one roof

We operate cost-efficiently and reliably from data cen-
tres in Switzerland and Germany - according to current
data protection standards, such as the DSGVO. This in-
cludes audit and compliance reporting for those respon-
sible for security - excluding delayed or lost emails. Ope-
rable via a common management dashboard - complete
email security under a single roof.

With an integrated anti-spam and virus protection pro-
gramme.




8% SEPPMAIL

ENCRYPTION OF DATA
TRAFFIC - STANDARD FOR
PROFESSIONAL E-MAIL
COMMUNICATION.

The spying on e-mail data by third parties is pre-
vented via S/MIME and openPGP technologies
- also based on the managed SEPPmail Domain
Encryption (communication with up to 10,000 par-
ticipating domains).

AUTOMATIC UPDATE OF
VIRUS FILTER SIGNATURE

In addition to commercial virus filter signatures,
we also use specialised ones. They are constantly
updated to detect the latest viruses specialising in
email.

BACKSCATTER MAIL
MINIMISATION

We filter and minimise ,delivery status notifica-
tions”, which are also misused for manipulation,
down to the ,real“ ones.

DYNAMIC MULTI-LEVEL
SPAM DETECTION

Several actively defined filter levels ensure that
the correct mails are separated from the incorrect
ones - and that you only get the correct ones.

These eight services make your email traffic a force in cyber space:

LINK TRACKING &
BLOCKING

We use a URL block list to scan incoming and out-
going mail for harmful URLs and - simply - block
them.

PHISHING FILTER AGAINST
DRIVE-BY DOWNLOADS

Phishing filters ensure that, among other things,
reloadable malicious script commands (enabling
problematic drive-by downloads) are detected and
eliminated.

OUTBOUND FILTERING

Outgoing e-mails are also checked for spam and
viruses to prevent you from unintentionally sending
malware and spam e-mails.

SPAM TRAP DOMAINS -
HONEYPOTS FOR VIRUSES

Over a hundred spamtrap domains (a kind of
honeypot for intruders) detect new viruses or spam
and render unusual attachments inoperable.
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AUDIT LOGS

Logins and changes in the control panel are logged indelibly and visible to administrators.

1000+ CONTENT FILTER RULES

Our content filters comprise 1000+ rules, whereby we adopt the order of magnitude from the customer‘s mail
server. We can selectively filter for office macros and implement rate limiting.

STANDARDISED SLA FOR AVAILABILITY AND FILTER
PERFORMANCE

The ,Service Level Agreement” (SLA) describes the performance characteristics and scope. Such as filter per-
formance and service availability.
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MIGRATION AND INTEGRA-
TION WITHOUT EFFORT

Individually adjust the domain and basic settings,
pan the MX records - and you‘re done. Our sys-
tem is fully usable within a few minutes.

QUARANTINE REPORT IN
CONFIGURABLE INTERVALS

Users can customise the delivery of their quaran-
tine report to suit their way of working and set it to
specific times.

SELF SERVICE

You can order additional services such as
encryption on the portal on an ongoing basis.

QUARANTINE REPORT IN
CONFIGURABLE INTERVALS

Users can customise the delivery of their quaran-
tine report to suit their way of working and set it to
specific times.

SECURING THE DESIRED
E-MAIL TRAFFIC -
PROACTIVE INFORMATION IN
CASE OF A STAGNANT MAIL
FLOW

Should the mails ever get stuck in a queue, we
inform our customers proactively.

ONE-CLICK-RELEASE

E-mails in the quarantine can be delivered from the
spam report with a simple mouse click.

RELIEVING THE LOAD ON
THE MAIL SERVER

~Spam and Malware Protection“ only lets valid
messages pass, which significantly increases the
performance of the customer‘s mail server. The in-
tegrated virus filter makes an additional protection
system superfluous.

CONTACT
Switzerland

SEPPmail AG
Industriestrasse 7
CH-5432 Neuenhof

Tel. +41 56 648 28 38
info@seppmail.ch
www.seppmail.ch

Germany

SEPPmail-Deutschland GmbH
Ringstrasse 1c
85649 Brunnthal b. Minchen

Tel. +49 8104 8999 030
info@seppmail.de
www.seppmail.de



